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25 January 2022

Dear Parents and Carers,

Safeguarding Issue - WhatsApp

We have had a number of problems in school in recent weeks caused by children in Year 5 and 6 using WhatsApp
outside of school. This is a serious issue with children often making poor choices about what they say and how they
say it, resulting in significant upset.

The minimum age of use for WhatsApp is 16 years old. It had previously dropped to 13 years old but in April 2018
returned to 16. Like many age restrictions on social media apps, some children under the age of 16 may choose to
ignore this and sign up for WhatsApp.

The main issues are:

e Children using the app unsupervised.

e Messages are private to the group so parents and carers may not realise if their child is having
difficulties.

e Individuals can be invited to join a group chat without them first giving consent. They may then feel
awkward about how they will be perceived by others if they wish to leave the group.

e The group administrator(s) can block group members. This is sometimes poorly handled.

e Although an unkind or badly worded message can be deleted, this can take up to 7 minutes and
may already have been seen by others.

Whilst WhatsApp is an amazing tool for communication for adults, in our experience primary children simply do
not have the maturity to use Whatsapp. In the worst cases, this can lead to cyberbullying and children anxious
about coming to school.

Therefore, | urge all of our parents and carers to delete WhatsApp from their child’s phone and to monitor how
their child is communicating with their friends. This may seem draconian; however, we must ensure that our
children learn to use social media responsibly for their sake and the wellbeing of others. This includes allowing
them to use social media at an appropriate age whilst providing guidance and supervision.

For greater detail about how WhatApp works and the potential issues, please see the accompanying leaflet.
Best regards,

Alun Randell
Head Teacher

GARRES
GOLD
201414°

w|Z
| Z


mailto:office@midsomernortonprimary.co.uk
http://www.midsomernortonprimaryschool.com/

What Parents & Carers Need to Know About: ¢

WHATSAPP

APP 1§ the world’s most populdr messaqing service, with arcund two Bilfon users exchanging texts, photos, videos and documents,
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and making voice and video colls. The app offers end=to=end encryption, meaning messages can only be read by the sender and the
recipient(s). Not even WhatsApp can read them. Updates to its privacy policy in 2021 reportedly coused milllions of users toleave the app.

But the new policy was widdy misinterpreted. it only refated to WhatsApp's business features, not to personal messages.
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Advice fo Parents & Carers

Report Potential Scams Explain about Blocking

Adhvize your chid not to angage with any messoge thot jooks suspicious or 200 good
to be true. When your chid roceives o message from on uninown namber for the
first time, thoy wil be given the option 10 report that number os spom. They con olso
1opOrt a CONLOCE OF 0 Group as Spam by apping on the contoct o group name 1o
opan thair profile and scroling down 10 raport spony

Even though someone woukl need your chid's phone namber to odd them os 0 contact,
as on axtra precaution it's worth dltering your young ono’s profile settings to restrict who
con 00 theer photo and stetus. The options are EVeryoen, Iy contocts’ o ‘nobody.
Cheosing ona of the latter bwo ensures thais profile is protected

Use Location Features Sparingly

I your child needs 20 use Tve location 10 show you of their irdends where they are,
odvise them Lo share thair location anly for e lang as they need Lo, WhatsApp gives
“Bua bocotiony’ oprtions of 15 miswtes, 0ne Bour of eight hours. Howevet, your child con
nmr(.c:ly chooss o stop lhcmng ther postion at any i,

You con now loct-check messoges thot hove been forworded at loost
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I your child recelves spam or offensive messages, cols or Sos fom o contact lrav
shoud d block thom. Commmurication from a blecked comoct wont show up on their
davice and stays unde vered. Blocking Someono does Not remove thoen from your
chid's comact liat — they woulk clse need to be deleted fram the device's cddress
bock, The option 1o Block sormecns is on their contac! info screan

If your chid ks part of o group chot thot makes them feel uncomfortable, or has
Doen added to a group that they nelonge: wan o be part of, show them how
10 L tha group's settings o leowe If sonmeces «its o | group, the odmin con
odd tham bock in once; # they leave a second tim, it is permanent

If your chid hos posted o messoge in the wrang chat or sent o messoge that they
immecionely regret, thay can delete it. Tep and hold on the messoge, cheoss delete’ and
than ‘delete for sveryone.’ WhatsApp allows seven mirssdes to delete o message cfter it's
sent - bt it's importont 1o remember that recipients may have seen (and takena
scroonshot of) o mossage before it was deleted,

tfive times in WhatsApp, by doubie-topping the magntying glass icon to the right of the messoge. From thore, your
chik can lounch a Google secrch ond decide for themse ves whether the message was accurate or not. [F's o good wary 10 encourage young pecp e to guestion things they see onjne.
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